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Abstract

The expansion of telecommunication providers and their efforts to expand network
coverage in Sri Lanka has led to an alarming increase in Radio Frequency (RF) ra-
diation exposure. This heightened exposure has raised concerns about its potential
adverse effects on human health, including infertility, cancer, crib death, and DNA
damage, particularly in fetuses and infants. Despite the country’s growing number
of cancer cases, no apparent cause has been identified. This project aims to identify
areas exposed to harmful RF radiation levels through the innovative application of
blockchain technology. Our methodology involves measuring RF radiation in densely
populated locations and implementing a blockchain-based spectral power misuse de-
tection system via mobile networks. This system notifies users of harmful RF radi-
ation exposure through an Android app. A clustering method and an aggregation
method are included to simplify the blockchain process and make it more efficient. A
consensus algorithm ensures the ledgers’ consistency among all the blockchain peers.
Our evaluation of the consensus algorithm focuses on performance metrics, including
computational complexity, latency, and throughput. Additionally, smart contracts
have been created to generate RF radiation patterns specific to particular areas,
which telecommunication regulators can utilize to manage and regulate RF radiation

effectively.
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Chapter 1
Introduction

With the rapid increase in technology, the demand for all telecommunication ser-
vices has increased considerably within the past few decades. With that increase
in demand, telecommunication operators are attempting to improve the coverage of
their 2G (2nd Generation), 3G (3rd Generation), 4G (4th Generation), and 5G (5th
Generation) networks by adding more base stations, which generally are shared by
multiple operators. These base stations are often located in urban areas. Therefore,
it is essential to measure the level of radio frequency exposure for people close to these
stations, typically within a few hundred meters, to ensure that it is safe for human

exposure.

1.1 Background

The Telecommunications Regulatory Commission of Sri Lanka (TRCSL) is the na-
tional regulatory agency for the telecommunications industry in Sri Lanka. It follows
the standards defined by the International Commission on Non-lonized Radiation
Protection (ICNIRP) [1] to issue the regulations for local service providers. However,
some countries have taken additional measures beyond these standards to limit Ra-
dio Frequency (RF) exposure. Additionally, ongoing research is to determine whether
humans may experience adverse health effects due to higher levels of RF radiation
from mobile towers [2].

This research work aims to study the levels of RF radiation to which the general
public is exposed in different regions of the country, focusing on locations where
children and the general public frequently spend time. The measured RF radiation
levels will be compared to accepted exposure limits in Sri Lanka. The study also aims
to use blockchain technology integrated into the mobile network to detect misuse of
RF spectrum power and to develop a mobile application to alert users about high
levels of RF radiation in their living areas. This research could potentially be used to

revise the current radiation exposure limit standards and tower policies in Sri Lanka.



Blockchain is a decentralized database technology used as a distributed ledger.
It allows multiple parties to securely record and verify transactions without relying
on a central authority. The database is transparent, secure, resilient, decentralized,
and maintained by a network of interested parties who want to keep the ledger up
to date. Each node in the network can maintain a copy of the ledger and control its
data. Everyone sees the same ledger. There is no need for a master copy because the
entries in the ledger are validated as they are entered using a process called consensus,
which is implemented using various algorithms. Smart contracts can also be executed
on the blockchain for time-sensitive activities. Therefore, approaches to spectrum
management using blockchain technology have been proposed in the literature [3],

14].

1.2 Problem Statement

In the past few years, the rate of human deaths due to different cancers has increased
exponentially in Sri Lanka [5]. The reasons for these are predicted as using instant
foods, using low-quality plastic containers, and many more [6], [7]. It is also believed
that exposure to higher RF levels in mobile towers harms humans, and scientists doubt
that human exposure to higher RF levels might cause cancers. Also, RF radiation
has been classified as a “possible human carcinogen” by the World Health Organi-
zation (WHO) [8] and the International Agency for Research on Cancer (IARC) [9].
Furthermore, uncontrolled radiation of RF affects pre-adolescent children, pregnant
women, elderly humans, and patients with pacemakers. Therefore, detecting spec-
trum power misuse and alerting the public and telecommunication regulators about

higher RF radiation is essential.

1.3 Aim

The aim of this project is to develop an RF radiation exposure level measurement
system that can be used to analyze the RF radiation in different areas and notify the

users exposed to harmful signal levels.

1.4 Objectives and Scope

1.4.1 Objectives

The main objectives of this project are designing and implementing an RF radiation

exposure level measurement system using a blockchain platform for data storage and



developing a mobile application for accessing and visualizing recorded data. The

specific objectives under the main objective mentioned above can be listed below.

1. Conduct the RF radiation power measurement survey on densely populated

places.

2. Develop a mobile application to alert users about the higher RF radiation in

their areas.

3. Implement the blockchain-based spectral power violation detection mechanism

for mobile networks.

4. Provide a dynamic map showing the areas exposed to higher RF radiation levels

to the mobile users and the telecommunication regulator.

1.4.2 Scope

1. Conducting the spectrum power measurement survey on five identified urban,
suburban, and rural locations. These areas include schools, hospitals, and mar-

kets in urban, suburban, and rural areas.

2. The mobile application is only implemented on the Android platform. The
application records the radio frequency power level in the area and transmits it

to the base stations and miner nodes in the blockchain.

3. Integrate blockchain technology into the system to store and manage the col-
lected data. The nodes in the blockchain network are the base stations of

telecommunication network providers, called edge devices.

4. Dynamic map highlights the areas exposed to higher RF radiation levels, and

the exact RF level of that location can be observed.



Chapter 2
Literature Review

Due to its possible effects on human health, Radio Frequency radiation released by
wireless communication devices is receiving more and more attention.

The Journal of Endocrinology Research carries a study on processed radio fre-
quency and pancreatic health that explores its impact on human health, particularly
its potential relationship with diabetes [10]. This study highlights the possibility that
wireless sensor networks lead to frequent urination and infections. The risk of dia-
betes is particularly alarming for overweight individuals exposed to these networks in
dimly lit environments. The study emphasizes the value of dynamic sensor networks
in healthcare while highlighting some drawbacks, such as the possibility of Global
Positioning System(GPS) based digital poisoning. [10].

When considering RF Radiation and Cancer Risk, another study discussed in
this review addresses the historical evidence concerning the risks of RF radiation,
especially regarding cancer prevention [2]. This paper emphasizes that the various
studies completed over many years have shown a higher risk of cancer linked to
exposure to RF radiation. Inadequate research on the health and environmental
effects of the fifth-generation wireless communication technology also raises concerns
regarding its implementation. This study underlines the significance of an unbiased
scientific evaluation before deploying technologies emitting RF radiation. [2].

Another study includes an evaluation of the health effects of RF radiation as
determined by the United State’s Food and Drug Administration (FDA) during an
analysis of RF radiation’s health impact[11]. While acknowledging the heating effects
of RF radiation at high exposure intensities, this paper reviews the hypothesized non-
thermal effects on biological processes. Regardless of the lack of evidence for direct
DNA (Deoxyribonucleic acid) damage or tumor induction at non-thermal levels, the
FDA nominated cell phone RF radiation to the National Toxicology Program (NTP)
for a comprehensive assessment of potential toxicity and carcinogenicity [11]. This
paper emphasizes the importance of well-designed animal experiments to assess the

long-term health effects of RF radiation.



Furthermore, in light of animal studies’ relevance to human health risks, the review
delves into the importance of animal models in assessing health risks from environ-
mental agents [11]. It emphasizes biological similarities between humans and animals
and that recognized human carcinogens have shown evidence of carcinogenicity in
animals. The National Toxicology Program conducted studies on cell phone radia-
tion, revealing significant findings, including tumor and genotoxicity data, reduced
pup birth weights, and cardiomyopathy induction in rats. These findings invalidate
that low-level cell phone radiation cannot harm health. [11].

Collectively, these studies underscore the potential health implications of RF ra-
diation exposure. The effects of RF radiation on human health require thorough
investigation due to the correlation between it and diabetes, the increased risk of
cancer, and the requirement for reliable animal research. The need for comprehensive
evaluation before deploying technologies emitting RF radiation is evident, particu-
larly in the context of 5G implementation. As research continues, understanding RF
radiation’s effects on human health remains a critical pursuit.

Blockchain technology has attracted significant attention recently for its potential
to revolutionize various industries through its decentralized nature, cryptographic
security, and peer-to-peer transactions [3|[4]. Blockchain was first introduced by
Satoshi Nakamoto in 2008 as a method to enable decentralized peer-to-peer payment
transfers. Still, it has since developed into a flexible technology with various uses [3].
This study includes the advantages of blockchain technology and its potential impact
on multiple sectors, including spectrum management.

When analyzing the benefits of blockchain technology, its ability to provide trans-
parency and security in transactions is what motivates adoption [3]. Employing cryp-
tographic algorithms, blockchain secures and verifies transactions, rendering data
alteration or tampering virtually impossible. As a result, there is less chance of fraud
or manipulation, and data integrity is ensured [3]. Additionally, the decentralized
nature of blockchain eliminates the need for intermediaries, consequently reducing
costs and enhancing efficiency across industries [3].

Another study proposes an efficient and effective blockchain-based data aggrega-
tion system for voting [12]. The authors mention that aggregation allows for collecting
and consolidating data from multiple sources and databases, providing a comprehen-
sive view of the overall count of candidates who participated in the election [12].
Therefore, it helps ensure the voting process’s accuracy and integrity. Furthermore,
the authors mention that aggregation also enhances data processing efficiency by dis-
tributing the workload among multiple peers, resulting in increased data processing
frequency. The system utilizes blockchain technology to handle the vote and uses the
secure hash algorithm to resolve security issues. Additionally, the authors discuss the

importance of elections in a democratic society and the need for open and depend-



able voting systems. Overall, aggregation in the proposed system improves the voting
process’s security, trustworthiness, and privacy.

Smart contracts are a notable application of blockchain, which automates pro-
cesses by executing predefined conditions [3]. These self-executing contracts eliminate
intermediaries and mitigate the risk of human error or fraud, streamlining processes
such as financial transactions, real estate agreements, and legal contracts [3].

When considering the clustering algorithms, this study focuses on clustering algo-
rithms in the context of big data analytics and parallel computing [13]. It introduces
the Fast Density-Grid Clustering Algorithm, designed to handle large datasets with
fast execution times efficiently. This algorithm partitions the data space into a grid
and assigns density values to each grid cell. Clusters are formed by merging neigh-
boring spaces with the highest density. Experimental results for the serial version
show that it offers accuracy similar to DBSCAN (Density-Based Spatial Clustering
of Applications with Noise) but with faster execution times.

Another study addresses the importance of mining patterns from event logs and
presents a novel clustering algorithm for log file data sets [14]. The algorithm considers
the specific properties of log file data, such as the occurrence of words and correlations
between frequently occurring words. Furthermore, it uses a density-based approach
to identify frequent words and build cluster candidates, which are then selected as
clusters. The algorithm is superior to an Apriori-based clustering scheme regarding
runtime cost. However, it may consume a lot of memory, which is a drawback of
the method. Therefore, the authors propose a technique to estimate and exclude
irrelevant words from the vocabulary [14].

The diverse applications of blockchain are evident across multiple sectors, in-
cluding finance, healthcare, government, manufacturing, and distribution [4]. As
blockchain permeates domains such as supply chain management, digital media trans-
fer, remote service delivery, and distributed resources, its potential becomes increas-
ingly apparent [4].

Another study explores the potential impact of blockchain technology on the
telecommunications industry [15]. This study examines various blockchain types
(public, permissioned, and consortium) and consensus methods (such as proof of
work and proof of stake.) in telecom networks. It suggests multiple blockchain ap-
plications in telecom, such as identity management and IoT security, and discusses
opportunities for smaller operators. Emphasizing the need for flexible regulations, it
highlights blockchain’s potential to reduce operational costs and enhance security and
efficiency. The study underscores blockchain’s transformative impact on telecommu-
nications, offering innovative solutions and market disruption possibilities.

When considering the challenges and considerations, Notwithstanding its poten-

tial, blockchain technology faces particular challenges that need to be addressed [4].



Scalability, for instance, poses a constraint as evidenced by the limited block size and
frequency in networks like Bitcoin [4]. Technical solutions are required to overcome
these challenges and enhance blockchain’s practicality in high-throughput scenarios
[4].

Additionally, security vulnerabilities, including the potential of a 51 percent at-
tack, and regulatory considerations necessitate careful attention [4]. These issues
demand comprehensive solutions to ensure blockchain technology’s sustainable adop-
tion and implementation.

Therefore, we can conclude that Blockchain technology offers many advantages,
including transparency, security, efficiency, and automation [3]. Its decentralized na-
ture and cryptographic foundations provide tamper-proof solutions across various sec-
tors [3], [4]. However, addressing challenges such as scalability and security remains
essential for its widespread adoption [4]. The continued evolution of blockchain tech-
nology promises transformative potential across diverse domains, sparking ongoing
exploration and innovation.

This study discusses the NDM (Network Data Mining) strategy for mitigating
data redundancy in IoT-driven wireless sensor networks [16]. Network Data Min-
ing involves data mining techniques to select suitable information for transmission
to a base station or cluster head. It employs classifier rules and similarity scores
to determine data packet forwarding. The study assesses NDM'’s performance via
simulations and compares it with existing methods, focusing on energy consumption,
delay, throughput, network lifetime, and redundancy. The results indicate that NDM
surpasses other approaches, enhancing network efficiency, resource utilization, and
the number of operational sensor nodes while reducing end-to-end delay. In sum-
mary, NDM offers an effective solution for data redundancy elimination, enhancing

IoT-based wireless sensor network performance [16].



Chapter 3

Methodology

3.1 Research Methodology

1.

Literature review on several areas such as various kinds of health issues hap-
pening due to higher RF radiation and basics and applications of Blockchain
technology.

Conduct the RF radiation power measurement survey on densely populated
places such as schools, hospitals, and markets in urban, suburban, and rural

areas.

Developing a mobile application to measure and transmit the measured signal
levels and location values of the mobile user to the server and sending an alert

to the users in areas with harmful signal levels.

Modifying an aggregation mechanism to gather data from mobile devices and
check the validity of the data. It includes a calculation to choose a suitable

value that can represent the data set in each cluster.

Developing a blockchain network with suitable smart contracts to record and
detect high RF radiation levels.

Implement the blockchain-based spectral power violation detection mechanism

over mobile networks. This includes implementing suitable smart contracts.



3.2 RF Radiation Survey

Before conducting the radiation survey at the densely populated places as identified,
we have to validate the measurements received from the mobile phones. For that, we
conducted the lab test by comparing the measurement received by the mobile phone
antenna and the omnidirectional antenna connected to a spectrum analyzer. The test

setup is shown in Figure 3.1

Figure 3.1: Test setup for validating mobile phone reading.

From this validation test conducted by placing the mobile phone and omnidi-
rectional antenna nearby, we validate that the mobile phone’s received signal level
reading is accurate enough for the application that gives alerts based on a high RF
exposure level. This test compares the mobile phone reading and spectrum analyzer
reading for two mobile service providers’ frequencies, as shown in Figures 3.2 and 3.3.
In the mobile phone received signal level reading, we have used a third-party app
named “G-NetTracker Lite.”
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Figure 3.2: Comparison of the spectrum analyzer reading and mobile phone reading
for Dialog download frequency 1850 MHz.
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Figure 3.3: Comparison of the spectrum analyzer reading and mobile phone reading
for Mobitel frequency 1812 MHz.

A survey was conducted to measure RF signal levels in different places to get
an idea about the current RF signal emission from the base stations. Data was
measured using the same mobile app used for the validation test. First, the survey
was conducted from Hanthana Base station to Kandy town. Then, the second survey
was done in the Galle district, considering areas like Galle Fort, around the Karapitiya
Hospital, and around the Faculty of Engineering, University of Ruhuna. These data
were analyzed using different aggregation methods. The Figures 3.4, 3.5, 3.6 and 3.7
show the data we collected from the survey at Kandy town, Galle Fort, Karapitiya,

and Hapugala Engineering Faculty, respectively.
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RF Radiation in Kandy

Radio Frequency signal levels from Hanthana to Kandy town
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Figure 3.5: Representation of Data Obtained in Galle Fort.
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RF Radiation in Karapitiya
Radio Frequency signal levels around Karapitiya |8 4 S
3 - . i o : SRt Legend

-100dE to -80dE
-110dB to 100dE
-80dB to -80dB
Less than -110dB
More than -B0db

RF Radiation in Faculty

Radio Frequency signal levels around Faculty of Engineering,University of Ruhuna.

..

Legend

© -100dB to -80dB

® -100dBto -80dB
-110dBto -100dB
26 Metwork
-90dB to -80dB
less than -110db
More than -80dB

7001t

Figure 3.7: Representation of Data Obtained in Faculty of Engineering, University of
Ruhuna.
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3.3 Study on Public Awareness on Health Impacts
of RF Radiation

This survey was conducted to gauge people’s awareness of the health impacts of
higher Radio Frequency radiation and assess the demand for the mobile application
we developed to notify users about higher radio frequency radiation levels in their
current location. There were 235 responses in total.

The diagram below illustrates the respondents’ awareness, as indicated by the
survey, regarding the potential health risks associated with exposure to higher radio
frequencies, including the risks of cancer, reproductive issues, and neurological prob-
lems [17]. 88.5% of the respondents knew about the health impacts of higher Radio

Frequency radiation.

Count of Did you know that higher Radio Frequency Radiation can cause
Cancers, Reproductive problems and also Neurological problems?

MNo

11.5%

Yes

Figure 3.8: Public Awareness on Health Impacts of RF Radiation.
The diagram below illustrates the demand for mobile applications, that inform

users about their exposure to higher Radio Frequency radiation. Impressively, 89.8%

of the respondents expressed a favorable disposition toward the mobile application.
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Count of Would you like an app that tell you when you are
exposed to higher Radio Frequency Radiation?
Mo

10.2%

Yes

59.8%

Figure 3.9: Demand for Mobile Application.

Based on the findings of the above survey, we developed a mobile application to

detect and alert users about harmful RF signals.

3.4 Mobile Application Development

When developing the mobile application, instead of using the native development
platforms for different operating systems, using mobile app development libraries has
been a popular method lately. Flutter is one such popular open-source UI toolkit
that allows developers to build high-quality native mobile apps for both Android and
iOS platforms. Dart is the programming language that is used in Flutter. It’s a
modern, object-oriented programming language developed by Google. In our project,
we developed an Android mobile application. We have chosen Flutter and Dart to

create the mobile application, considering the following advantages.

1. Fast Development: Flutter’s hot reload feature allows us to change our app’s
code and see the results immediately. Therefore, it makes the development

process faster.

2. Cross-Platform Development: Flutter allows developers to build applica-
tions for both Android and iOS platforms using a single codebase. Therefore,
it saves time and resources. In the future, if we want to expand the project

further, we can easily build mobile applications for iOS platforms.

3. Attractive and Customizable UI: Flutter is a rich set of pre-built widgets
and customizable Ul components that help developers create attractive and

engaging user interfaces.

14



4. High Performance: Flutter’s high-performance rendering engine allows for

fast and smooth animations. Therefore, it makes the user experience more

enjoyable.

5. Strong Community: Flutter has a large and active community of developers

and contributors. Therefore, it’s easy to find help and resources when needed.

Because of these advantages Flutter provides, the Flutter Ul framework alongside

Dart programming language was selected to develop the mobile application of the

project.

3.4.1 User Interface of the Mobile Application

Using the UI APIs provided by Flutter, a simple, intuitive, and user-friendly user
interface was developed for the mobile application. In this, the current user loca-
tion, the signal level, and a map with harmful radiation levels are displayed to the
user. Figure 3.10 shows a screenshot of the mobile application showing the instanta-
neous signal level, the instantaneous location of the mobile user, and the map, which

indicates the high signal levels in the area.

1518 ¢ ®» 0 - il 27%&

SignalSpotter

0

Location
Latitude: 6.0781
Longitude: 80.1921

Signal Level
-84 dBm
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ASAPUWA

A
U
%2Ry

<5’aruwa,,,

Niadeno ! Hapugala

MAHA
HAPUGALA

Kepu Ela

\akwella Rd

+

YUy
Google Maanng
Service Provider: Dialog

1] @] <

Figure 3.10: User Interface of the Mobile Application.
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3.4.2 Data Transmission and Notification

The measured values from the mobile application are sent periodically to a server

located in base stations. Figure 3.11 shows the log of data transmitted to the server.

E¥ Windows PowerShell X @ 0 Blockchain Network X @@ Fabric Benchmark *

PS C:\Users\dmkni\Projects\University\FYP\data-handler-api> node app.js
Server is running on port 33000

Received JSON object: lat: 6.0784564, long: 80.1922968, level: -96 }
Received JSON object: lat: 6.0001, long: 79.9994, level: -112.62 }
Received JSON object: { lat: 6, long: 79.9994, level: -96.25 }
Received JSON object: { lat: 6.0784796, long: 80.1922956, level: -95 }
Received JSON object: { lat: 6, long: 79.9998, level: -111.13 }
Received JSON object: { lat: 6, long: 80, level: -73.26 }

Received JSON object: lat: 6.078478, long: 80.1922852, level: -95 }
Received JSON object: { lat: 6, long: 80.0001, level: -82.95 }
Received JSON object: { lat: 6, long: 79.9996, level: -74.83 }
Received JSON object: lat: 6.0784782, long: 80.1922812, level: -95 }
Received JSON object: { lat: 6, long: 79.9999, level: -76.13 }
Received JSON object: { lat: 6.0001, long: 79.9996, level: -62 }
Received JSON object: lat: 6.0784794, long: 80.1922821, level: -99 }
Received JSON object: { lat: 6, long: 79.9998, level: -99.82 }
Received JSON object: lat: 6.0001, long: 79.9999, level: -96.42 }
Received JSON object: { lat: 6.0784765, long: 80.1922976, level: -97 }
Received JSON object: { lat: 6, long: 79.9996, level: -98.5 }

Received JSON object: lat: 6.0001, long: 79.9996, level: -99.48 }
Received JSON object: lat: 6.0784807, long: 80.1922906, level: -96 }
Received JSON object: { lat: 6.0001, long: 79.9995, level: -79.92 }
Received JSON object: lat: 6.0001, long: 79.9997, level: -86.75 }
Received JSON object: lat: 6.0784862, long: 80.1922899, level: -97 }
Received JSON object: { lat: 6, long: 79.9994, level: -80.51 }
Received JSON object: { lat: 6, long: 79.9999, level: -82.87 }
Received JSON object: lat: 6.0784802, long: 80.1922901, level: -96 }
Writing to blockchain: 6.078_80.192,-96.22222222222223

Writing to blockchain: 6.000_79.999,-96.25

WPiting to blockchain: 6.000_80.000,-87.10100000000001
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Figure 3.11: Data Transmitted to the Mobile Edge Device.

This data is then added to the blockchain, and from there, the data is analyzed,
and a notification is sent to the users if a high RF radiation level is detected in their

area. Figure 3.12 displays the notification sent to the user.

<49 2
You are being exposed to high RF radiation
A high RF radiation level is detected near Hapugala,

Galle, Sri Lanka
&

Figure 3.12: Notification after Detecting a Higher RF Level.
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The identified hazardous RF emissions levels will be visually represented on a
dynamic map within the mobile application. This feature will enable all mobile
application users to access information regarding the geographic location with high
RF radiation levels. This is graphically shown in 3.13, showcasing the dynamic map’s

functionality.
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Figure 3.13: The Map Which Indicates High Radiation Level.

Securing Data Transmission

Since the mobile app transmits the mobile users’ location data, an additional secu-
rity measure was taken to increase the users’ confidentiality. To implement this, the
measured data must be encrypted using a suitable encryption algorithm before being
transmitted to the server. Since additional user data is not transmitted from the
mobile device, using a resource-heavy encryption algorithm is unnecessary. There-
fore, a symmetric key encryption algorithm can be used for this application since
they do not require additional resources for tasks like public/private key generation
and management of digital signatures, compared to the asymmetric key encryption
algorithms.

When considering different symmetric key algorithms, the most famous algo-
rithms are Advanced Encryption Standard (AES)[18] and Data Encryption Standard
(DES)[19] algorithms. A comparison between these two popular encryption algo-

rithms is given below in Table 3.1.
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Table 3.1: Comparison of AES and DES Encryption Algorithms.

AES

DES

AES is a symmetric encryption algo-
rithm adopted by the U.S. government
as the standard for encrypting sensi-
tive data. It is widely used for secure
data transmission and storage due to its
strong encryption capabilities.

DES is an older symmetric encryption
algorithm that has been widely used.
However, it is now considered obsolete
and less secure due to its shorter key
length.

AES supports key lengths of 128, 192,
and 256 bits, providing a higher level of
security with longer keys.

DES uses a fixed key length of 56 bits,
which is considered short by today’s
standards and makes it vulnerable to
brute-force attacks.

AES operates on data blocks of 128 bits,
which enhances its security and resis-
tance to various cryptographic attacks.

DES uses a block size of 64 bits, which is
relatively small and can lead to vulner-
abilities when encrypting large amounts
of data.

AES is highly secure and resistant to
known cryptographic attacks when used
with appropriate key lengths. It is con-
sidered one of the most secure encryp-
tion algorithms available today.

DES, due to its short key length, is no
longer considered secure against modern
attacks, and it is not recommended for
use in sensitive applications.

When observing the comparison of the two algorithms given in Table 3.1, we can
see that the AES encryption algorithm offers more security than the DES encryp-
tion algorithm at the expense of some additional resource consumption. However,
when comparing it with the asymmetric encryption algorithms, the AES encryption
algorithm consumes fewer resources. Therefore, the AES encryption algorithm was
identified as the most suitable encryption method for our application, and it was
used to encrypt the data before transmitting them on public network channels. The
data was again decrypted at the receiving end before being sent to the blockchain for

further analysis.

3.5 Data Clustering and Aggregation

Clustering is a process of grouping the received data points. Data points closer to
each other in physical space are assigned to the same cluster. In our project, a proper
clustering mechanism is needed to group the RF data so that the system can easily
detect the areas in which the harmful RF signals are transmitted and alert the users
in that area about it.

Data Aggregation is a technique used to combine multiple data points into a
single value. In our project, the mobile application will collect a large number of

RF radiation levels that telecommunication providers in Sri Lanka provide. Our
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project aims to identify whether these RF radiation levels are harmful or not to the
community and to inform them if the RF radiation level is harmful. The data we
collected from the mobile application may contain a large number of repetitions as
well as data with a negligible difference. Testing every RF radiation level measured
by the mobile application consumes more power, time, and resources. Furthermore,
a broken mobile phone may send faulty data to the servers, which can be detected
as harmful data from our system and provide fake details to the users. Therefore,
our system use an appropriate aggregation method with proper outlier detection to
overcome these challenges. Our target for using an aggregation method for the project
is to eliminate the faulty data(outliers) sent by mobile phones to servers and combine

multiple data points into a single value.

3.5.1 Selecting an Appropriate Clustering Method

There are different types of clustering methods. From those methods, we selected
three commonly used clustering methods that can be applied to our system. Those

three methods are,

1. K-Means Clustering

This clustering method is commonly used in machine learning [20]. From this
method, the data set can be partitioned into a predefined number of clusters,
where each cluster contains data points that are more similar to each other than
to points in other clusters. The K-mean clustering method can be explained

below,

(a) Step 1: Define the number of clusters(k) randomly select points equal to

the given number of clusters and consider them centroids of the data set.

(b) Step 2: Assign each data point to the nearest cluster with randomly

selected centroids based on the distance of each data point to each centroid.

(c) Step 3: Recalculate the centroids of each cluster by computing the mean

of all data points assigned to that cluster and again repeat step 2.

(d) Step 4: Repeat Steps 2 and 3 are iteratively repeated until the assignments
of data points to clusters no longer change significantly or a maximum

number of iterations is reached.

At the end of this process, all the data points of the data set are assigned to k
number of clusters, defined at the beginning. This method will become complex
when the number of clusters is unknown. Before following the abovementioned
steps, we must find the number of clusters. For that, the Elbow method can
be used. In that method, calculate the WCSS (Within Center Sum of Square)
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error for k=1,2,3,4,5... and then create the graph of WCSS error vs. the number
of clusters. After that, select the number of clusters with the highest gradient

difference and follow the steps above.

When considering the K-mean method, it is easy to understand and can handle
many data sets efficiently. However, when considering the disadvantages of this
method, it forces the data into a predetermined number of clusters, which might
not accurately reflect the underlying structure of the data. It also assumes that
clusters have roughly equal variance and are similar sizes. When considering
our project, these disadvantages may affect the accuracy of the project. Also,
it increases the complexity of analyzing RF signal levels, identifying harmful

signals, and alerting users about harmful RF signals.

. Hierarchical Clustering

Hierarchical clustering is a popular clustering method used in machine learning
[21].  This method groups similar data points into clusters, forming a tree-
like structure called a dendrogram. This method can be further divided into
agglomerative (bottom-up) or divisive (top-down) methods. Let’s consider the
agglomerative hierarchical clustering method. The basic steps of the method

are explained below.

e Step 1: Consider all the data points as individual clusters.

e Step 2: Measure the distance between every cluster combined with the two

clusters with the shortest distance and merge them into a single cluster.

e Step3: Repeat step 2 until it reaches the constraints given by the user,
such as the number of clusters needed or the maximum distance between

clusters.

The divisive hierarchical clustering method is the opposite of the agglomerative
hierarchical method. In the divisive clustering method, all the data points are
assumed to be single clusters, and then that cluster is divided into sub-clusters

until it reaches the constraints.

Hierarchical clustering doesn’t require a specific number of clusters. This method
is flexible, where we can customize the constraints according to our requirements
and cluster the data points according to those requirements. However, consid-
ering the disadvantages, this method can become computationally expensive for
larger data sets as it is suitable for smaller ones. However, our system has to
handle a large amount of data, and this method will increase its complexity.
Another disadvantage of this system is that once the clusters are merged or
split, it is challenging to modify the hierarchy, which can affect our project’s

accuracy.
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3. Grid-Based Clustering

Grid-based clustering is a common technique used to partition data space into a
grid or lattice of cells, where each cell represents a small region within the data
space. This method can be easily implemented on large data sets efficiently
and scalable. Grid-based clustering simplifies the complexity of clustering algo-
rithms by working with a predefined grid structure. Also, this method reduces
the system’s complexity by reducing the number of data points that need to be
directly compared and clustered. This method is easily understandable, and the
computational complexity is low. This can significantly speed up the clustering

process, especially for large data sets with many data points.

Comparing the three clustering methods explained above clearly proves that the
best option for the clustering method that can be used in our project is the Grid-
based clustering method. We chose the Grid-based clustering method for our project

and customized it according to our requirements.

3.5.2 Selecting an Appropriate Aggregation Method

Five main aggregation methods can be used to aggregate data samples collected by
the mobile application [22],[23]. They are,

1. Median Absolute Deviation (MAD)

\)

. Interquartile Range (IQR)

3. Z-score

4. Tukey’s method

5. RANSAC (Random Sample Consensus)

MAD method, IQR method, and Z-score method can be used only for the nor-
mally distributed data set. However, the data we collected from the mobile phone
is not normally distributed; hence we have to convert that data set into a normally
distributed one. This will reduce the system’s accuracy and cause false detection in
the community. Therefore, these three methods will not be used in our system.

Tukey’s method and the RANSAC can aggregate data in our system.

Tukey’s Method

This method is based on a combination of the interquartile range and the median
of the data set. It is more robust than the other methods as it does not assume

normality in the data. This makes it a better option for data sets that are not
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normally distributed. Secondly, Tukey’s method is more sensitive to the presence
of outliers and can effectively identify and remove them, resulting in more accurate
results. Another advantage of Tukey’s method is its ease of understanding and simple
implementation. Furthermore, it is appropriate for balanced and unbalanced designs,
making it suitable for data sets with different sample sizes. The data set we obtain
from the mobile application can vary in size and will not be a normally distributed
data set. Therefore, this method for aggregating the data set will be more accurate
than the other methods.

Steps of Tukey’s method and the results obtained by applying this method to a

randomly generated data set are given below,

1. Calculate the 25th percentile (Q1), the 50th percentile (median), and the 75th
percentile (Q3) of the dataset.

2. Calculate the IQR as the difference between Q3 and Q1.

3. Define the lower bound as Q1 - 1.5 * IQR and the upper bound as Q3 + 1.5 *
IQR.

4. Any data point that falls outside the lower and upper bounds is considered an

outlier

Figure 3.14 shows the results obtained by performing Tukey’s method to a random

data set.
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Command Window

> tukey
The 25th percentile is -77.03
The 50th percentile is -65.89
The 75th percentile is -39.4%
The interguartile range is 37.54
Lower Bound: -133.3344
Upper Bound: 16.8088
Filtered data:

Columns 1 through 10

-77.0307 -83.4054 -28.88%1 -83.9363 -64.2651 -26.8278 -39.494% -58.2817 -87.0255 -87.5422
Columns 11 through 20
-31.032% -87.9415 -87.0017 -53.%763 -76.01%6 -29.9%320 -49.5233 -84.1015 -T75.4545 -87.1645
Columns 21 through 30
-65.%9018 -22.4%%8 -79.43%1 -85.37%5 -£7.5115 -73.0418 -72.01%3 -47.455% -£5.8835 -31.%9831
Columns 31 through 40
-69.4232 -22.2283 -39.3846 -23.2320 -26.79%2 -77.6420 -68.6330 -42.15T70 -86.5155 -22.4112
Columns 41 through 50

-50.7121 -46.70%1 -73.58e2 -T75.6640 -33.0811 -54.2835 -51.1%10 -£5.241% -£9.6555 -72.8281

Data after removing walues bevyond the boundary:
Columns 1 through 10

-77.0307 -83.4054 -285.88%1 -83.9363 -64.2651 -26.8278 -39.4%4% -58.2817 -87.0255 -87.54z22
Columns 11 through 20
-31.032% -87.9415 -87.0017 -53.9763 -Te.0l%e -29.9320 -49.5233 -84.1015 -T75.4545 -87.le45
Columns 21 through 30
-65.9018 -22.4%%3 -79.43%1 -85.37%5 -6€7.5115 -73.0418 -72.01%3 -47.455% -6€5.8835 -31.%9831
Columns 31 through 40
-69.4232 -22.2283 -39.3846 -23.2320 -2€.79%2 -77.€420 -€8.€380 -42.1%70 -8€.5155 -22.411z2
Columns 41 through 50
-50.7121 -46.70%1 -73.5862 -T75.6640 -33.0811 -54.2835 -51.1%10 -65.241% -69.6555 -T72.8281

Mode of the filtered data:
-87.9415

Mean of the filtered data:
-558.8277

Figure 3.14: Results Obtained From Tukey’s Method.

RANSAC Method

This robust estimation algorithm can be used in RF radiation exposure level measure-
ments to identify and exclude outliers in the data [24]. It can estimate the parameters
of a model even when a significant portion of the data is corrupted. This makes it an
excellent choice for real-world applications where data may contain considerable noise

or outliers. The method identifies and removes outliers to produce a more accurate
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model for most data. Another advantage of RANSAC is its versatility. It can be
applied to various problems, including linear and non-linear regression. Furthermore,
the RANSAC method is automated and does not require any manual intervention.
It randomly selects data points and determines the best model that fits most data.
This makes it a convenient and time-saving method for fitting models to data sets,
especially when dealing with large data sets.

Steps of the RANSAC method and the results obtained by applying this method

to a randomly generated data set are given below,

1. Define a model that describes the expected relationship between the input vari-

ables and the output (e.g., the exposure level).
2. Randomly selects a subset of the data and uses it to fit the model.

3. Evaluate the model’s fit to the rest of the data by calculating the residuals (the

difference between the observed and predicted values).

4. Identify the data points with large residuals as potential outliers and exclude

them from the data set.

5. Repeat steps 2-4 until the best-fit model is found, as determined by some stop-

ping criterion (e.g., the number of iterations).

Fig. 3.15 illustrates the outlier detection of the RANSAC method to a random
data set. The data points with a value greater than the inlier tolerance (t) are
detected as outliers, and those with a value lesser or equal to the inlier tolerance(t)

are detected as inliers.
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Figure 3.15: Outlier Detection Using RANSAC Method.

From these two methods, we chose the RANSAC method for our project.

Why We Choose RANSAC?

Out of the aggregation mechanisms discussed in Section 3.5.2, the RANSAC method

was selected for our project to detect outliers and aggregate for the following reasons.

1. Robustness to outliers: RANSAC is designed to identify the outliers of a data
set, making it suitable for our project to identify harmful RF signals that devi-
ate significantly from normal behavior. But when considering Tukey’s method
it relies on medians for its calculations. While medians are less sensitive to
outliers compared to means, they might not accurately capture the distribution

of harmful RF data if the data has complex or asymmetric patterns.

2. Adaptability: The RANSAC method can be easily customized to fit different
types of models, making it flexible for various scenarios. This method can cus-
tomize parameters like the number of iterations, model order, inlier tolerance,
and the number of points to create the model according to our project require-
ments. This adaptability allows one to choose the model that best represents
the behavior of average RF data. However, Turkey’s method is complex to
implement and customize according to our requirements because it requires an

understanding of statistical concepts and data analysis techniques.
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3. Computational Complexity: When dealing with a large data set, RANSAC
might be more suitable due to its potential for computational efficiency. In
the RANSAC method, instead of using the entire data set for every iteration,
a random sample of the data set is chosen, which paves the way for reducing
the computational load significantly, as calculations are performed on a smaller
subset of data. Additionally, it reduces the time and the memory required
compared to processing the entire data set. However, Turkey’s method might
become computationally expensive for massive data sets due to the need to
calculate medians, which are computed using the entire data set. It requires
processing the whole data set for each iteration, which consumes more memory

and time.

3.6 Blockchain Development

A blockchain is an immutable transaction record in a peer-distributed network. Bit-
coin pioneered this, followed by Ethereum, which introduced smart contracts for apps.
These public blockchains are open and support anonymous interactions. However,
our application, where the users’ location data are stored, requires a more advanced
system with high confidentiality. Hyperledger Fabric[25] is an open-source, enterprise-
grade permissioned distributed ledger technology (DLT) platform. Therefore, in our
project, the Hyperledger Fabric DLT platform stores and analyzes the data in a dis-
tributed ledger.

Hyperledger Fabric was purpose-built for businesses, focusing on participant iden-
tification, permissioned networks, and transaction privacy. Some of the key reasons
we selected Hyperledger Fabric over other popular blockchain platforms are listed

below.

1. Enterprise-Grade Technology: Hyperledger Fabric is designed as an open-
source, enterprise-grade distributed ledger technology platform. It is tailored for

use in enterprise contexts, offering features that cater to the needs of businesses.

2. Linux Foundation Backing: Unlike many other blockchain platforms, Hy-
perledger was established under the Linux Foundation. This foundation is
renowned for nurturing successful open-source projects, fostering strong com-

munities, and ensuring open governance.

3. Diverse Governance: Hyperledger Fabric operates under a diverse techni-
cal steering committee and project maintainers from various organizations. It
boasts a rapidly growing development community of over 35 organizations and

nearly 200 developers.
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4. Modular and Configurable: Fabric boasts a highly modular and configurable
architecture. This flexibility allows it to be adapted to a wide range of industry

use cases, from banking to healthcare to supply chain management.

5. General-Purpose Smart Contracts: Unlike platforms that rely on domain-
specific languages, Hyperledger Fabric supports smart contracts authored in
general-purpose programming languages like Java, Go, and Node.js. This re-

duces the learning curve for developers.

6. Permissioned Network: Fabric operates in a permissioned environment where
participants are known and identified, offering higher trust than anonymous

public networks.

7. Pluggable Consensus Protocols: Fabric supports pluggable consensus pro-
tocols, enabling customization to fit specific use cases and trust models. This

adaptability enhances efficiency and performance.

8. Customizable Privacy and Confidentiality: Fabric’s channel architec-
ture and private data feature enable confidential transactions and data sharing

within authorized subsets of participants, catering to business privacy needs.

9. Decoupled Consensus: The consensus component is logically decoupled from
transaction execution and ledger maintenance. This flexibility allows for the use
of well-established crash fault-tolerant (CFT) or byzantine fault-tolerant (BFT)

consensus mechanisms.

10. Performance and Scalability: Fabric addresses performance concerns by
executing transactions before finalizing their order. This execute-order-validate

architecture allows parallel execution, enhancing throughput and scale.

3.6.1 Hyperledger Fabric Blockchain Network

Because of the modular nature of the Hyperledger Fabric blockchain network, Hyper-
ledger Fabric offers several deployment methods, each with its own set of advantages

and considerations. These methods include:

1. Docker-Compose Network: Docker Compose is a widely used method for
deploying a Hyperledger Fabric network. It allows for easy setup and man-
agement of a multi-container environment where each container represents a

different component of the blockchain network.

2. Multiple Physical Hosts: Deploying Hyperledger Fabric on multiple physical
or virtual hosts can enhance security and resilience. This method often involves

setting up individual nodes for each network component.
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3. Cloud Platforms: Cloud providers like AWS, Azure, and GCP offer managed
services for deploying Hyperledger Fabric networks, simplifying infrastructure

management

When considering these most popular methods to develop a Hyperledger Fabric
Network, deploying the network on a cloud platform was not feasible for the develop-
ment stage of our project because of the cost limitations. Also, deploying the network
on multiple physical hosts causes high hardware resource usage and difficulties in de-
velopment. Therefore, for the project’s development stage, the most cost-effective and
feasible solution for deploying the network was to deploy it on a Docker-Compose net-
work. Docker Compose allowed us to efficiently utilize available computing resources
by running multiple containers on a single host, making optimal use of the hardware.
This efficiency was crucial in ensuring that our network ran smoothly within the con-
fines of our resource constraints. Also, this allowed us to simplify the development
process and reduce the cost while still having the opportunity to move to a much
broader deployment option later in the production stage.

In addition to the deployment method, we considered several other critical factors
when implementing our Hyperledger Fabric network. These included defining the
network’s topology to align with our use case, selecting an appropriate consensus
mechanism, addressing data privacy concerns through channels, and more. These

details about the architecture of the network will be discussed further in Section 4.5.
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Chapter 4

RF Radiation Exposure Level

Mesurement System

4.1 Design and Implementation of the System

The overall architecture of the implemented high RF radiation level detection system

is shown in Fig. 4.1.
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Figure 4.1: Overall Architecture of the System.

Here, the steps of operation of the system shown in Fig. 4.1 are as follows:
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1. Data sent from mobile devices: The location data and the signal levels
in that area are measured from the mobile devices and sent periodically to the

base stations, from where they are clustered and aggregated.

2. Data added to the Blockchain: After clustering and aggregation, the data
is added to the Hyperledger Fabric network for further analysis

3. Firebase Cloud Messaging (FCM) Tokens are Added to the Blockchain:
The unique token of each mobile device is also updated periodically on the

blockchain

4. High RF radiation level is detected: @ When a high RF radiation level
is detected, a request is sent to Firebase Cloud Messaging API along with the

location to send a notification to the users

5. Relevant user tokens are queried: When the request for a notification is
received, the FCM tokens of users related to the given location are queried from

the blockchain network

6. Notifications sent: After receiving the user tokens, the notifications are sent
to the mobile devices with these tokens, alerting them that they are potentially
being exposed to high RF radiation levels

Figure 4.1 gives a simple overview of the system’s operation, and an in-depth

explanation of each of these components is provided in the following subsections.

4.2 Developing a Mobile Application

As discussed in Section 3.4, the mobile application was developed using Flutter.
The preceding discussion further explained and justified the reasons for choosing
the Flutter platform. The overall architecture of the mobile application and other

technologies used are described in this section.

Expected Features of the Mobile Application

1. Measure the signal levels in the area and display them.
2. Detect the current location in terms of longitude and latitude and display it.
3. Transmit the signal levels and the location to the server (Base Station).

4. Generate a dynamic map indicating the areas exposed to harmful RF levels.
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5. Display an alert if the signal exceeds the threshold level. (notification includes
about the higher and unhealthy signal level in the area in which the user is

currently located)

Use of Firebase Cloud Messaging

Firebase Cloud Messaging was used with Flutter to implement the application’s no-
tification system.

Firebase is a comprehensive platform provided by Google that offers various tools
and services for mobile and web application development. It covers multiple aspects
such as authentication, real-time database, cloud storage, hosting, and more. Fur-
thermore, Firebase simplifies the development process by providing developers with
pre-built solutions that can be integrated seamlessly into their applications, reducing
the need for extensive backend infrastructure setup.

Push notifications are essential for engaging users and informing them about
important events, updates, or personalized content in mobile applications. In our
project, we alert the users about the area’s higher and more harmful radio frequency
radiation levels. Firebase Cloud Messaging is a vital component of the Firebase plat-
form that enables push notifications to be sent to mobile devices. Firebase Cloud
Messaging is a reliable and efficient messaging solution that allows developers to eas-
ily reach users across different platforms, including Android and iOS.

Advantages of Using Firebase for Push Notifications:

1. Easy Integration: Firebase provides Software Development Kits (SDKs) for
various platforms, making integrating push notification functionality into ap-

plications straightforward.

2. Cross-Platform Support: FCM supports multiple platforms, ensuring that
notifications can be sent to various devices, irrespective of their operating sys-

tems.

3. Reliability and Scalability: Firebase handles the complexities of message
routing, delivery, and retries, ensuring reliable message delivery. It is also built

to handle large-scale applications with ease.

4. Targeted Notifications: Developers can send notifications to specific user
segments based on user behavior, location, or preferences, enhancing user en-
gagement. In our project, we send notifications to mobile phones in a particular

area.

The use of the Firebase Notification system in our project is illustrated in Figure
4.2 below.
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Figure 4.2: Firebase Cloud Messaging Architecture.

As Figure 4.2 shows, when the application is installed on a smartphone, a unique
token is issued by the FCM for each device. Then, when a notification needs to
be sent, FCM APIs can be configured to send required notifications to the devices
identified by their unique tokens. This is the procedure used by the notification

system in our application.

4.3 Grid-based Clustering Method

By considering the requirements of our project, we customized the Grid-Base clus-
tering method and applied it to our project. Usually, the location of a partic-
ular place is given by using longitudes and latitudes. These longitude and lati-
tudes are displayed using six decimal places—for example, latitude=2.324560, longi-
tude=3.236786.A square-shaped area can be obtained when these values are rounded
to some decimal places. This area varies with the number of decimal places which
the location round off. The approximate cluster sizes we get from rounding latitude

and longitude values are shown in Table 4.1.

Number of Decimal Points | Cluster Size
5 1.1 x 1.1 m?
4 11.1 x 11.1 m?
3 111 x 111 m?
2 1111 x 1111 m?

Table 4.1: Rounding Off Decimals and Corresponding Cluster Sizes.

Considering values shown in Table 4.1, it is demonstrated that when the number

of decimal places decreases, the area of the obtained square increases. When consid-
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ering our project, rounding off the location to 5 or 4 decimal places creates a small
square, and using such a small square for our project wastes resources and increases
the system’s complexity. Furthermore, dividing the area of Sri Lanka into these small
squares will create many squares, complicating the data analysis process and iden-
tifying the harmful RF signals. When considering the squared areas obtained by
rounding off the location to 2 or 1 decimal place, It will create large squares, reducing
the project’s accuracy. As in the aggregation method, after removing the outliers,
the average of the remaining inliers is taken as the value representing a particular
cluster. However, when the data obtained in a specific cluster is large, it is difficult to
take the average and detect the harmful signal levels. Therefore, considering all these
scenarios, we choose the square with a 111 x 111 m? area, which can be obtained by
rounding off the longitude and latitude values to three decimal places for our project.

The below Fig. 4.3 shows the diagram of the area of the Galle fort, which is

clustered according to 111 x 111 m? squares.
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Figure 4.3: Grid Based Clustering Method for Cluster Size of 111 x 111 m?.
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4.4 RANSAC Method for Outlier Detection

Four main parameters should be entered for the RANSAC method. These parameters

vary according to the project’s different requirements. The four parameters are the

number of points required to fit a line, the maximum number of iterations, Inlier
tolerance, and the order of the RANSAC model we needed.

1.

As the value for the number of points required to fit a line (n), two is chosen

since it increases the number of combinations of data points to iterate through.

. As the value for the maximum number of iterations (k),1000 is chosen because

when the number of iterations increases. Furthermore, the accuracy of the

system increases proportionally.

As the value of the inlier tolerance (¢), 15dB is chosen for the simplicity of the

calculation. This can be customized according to the preferences.

As the order of the RANSAC model, one is chosen because it gives a straight

line by considering the computational simplicity.

The RANSAC method will be performed in our project based on the parame-

ter values inserted based on the project’s requirements. A brief explanation of the

execution process of the RANSAC code, which is shown in Figure 4.4, is given below.

1.

Select two random data points from the data set as the parameter of the number

of points required to fit the line is given as two (n=2).

. Model, a straight line of order one, using those randomly selected two points

Identify the inliers and the outliers based on the inlier tolerance value (t=15dB)

and count the number of inliers.
Repeat 1,2 and 3 until the number of iterations reach 100(k=100)

Find the straight line with the highest number of inlier counts and select it as
the best-fit model.

. Remove all the outliers of the best-fit model and calculate the average of the

inliers, and that will be the value that represents a data set of a particular

cluster.

Fig. 4.4 shows the MATLAB implementation of the RANSAC method. This

will detect the outliers and inliers as shown in Fig. 3.15. After removing outliers and

calculating the mean of the remaining data points, we can obtain a value representing

the whole data set in a cluster.
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%RANSAC METHOD
% Data set
data = tdfread('data.txt','tab');

of

RANSAC parameters

= 2; % Number of points required to fit a line
= 1000; % Maximum number of iterations

15; % Inlier tolerance

~ X =

best_model = zeros(1l, 2);
best_count = 0;

for 1 = 1:k
% Randomly select n points
idx = randperm(length(data), n);
sample = data(idx);

% Fit a line to the sample
model = polyfit(1l:n, sample, 1);

% Compute distance to the line for all points
dist = abs(data - polyval(model, 1:length(data)));

% Count inliers
count = sum(dist < t);

% Update best model if necessary
if count > best_count
best_model = model;
best_count = count;
end
end

% Identify inliers

dist = abs(data - polyval(best_model, 1l:length(data)));
inliers = dist < t;

Figure 4.4: MATLAB Implementation of the RANSAC Method.

4.5 Blockchain Architecture

Because of the reasons discussed in Section 3.6, the Hyperledger Fabric Blockchain
framework was chosen to implement the distributed network in our project. In this

section, the architecture of the implemented decentralized network will be discussed

in detail.
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Architecture of the Hyperledger Fabric Network

Hyperledger Fabric is a highly modular and flexible blockchain platform for enterprise
use cases. To effectively explain the network architecture we have used in this project,

let’s start by defining some key components:

1. Organizations: In the context of Hyperledger Fabric, organizations repre-
sent distinct entities that participate in the network. These organizations can
be businesses, institutions, or entities that must transact on the Blockchain.
For example, in our application’s production environment, we can define orga-

nizations as separate telecommunication service providers.

2. Peers: Peers are nodes within the Hyperledger Fabric network that maintain

copies of the ledger and smart contracts (chaincode).

(a) Endorsing Peers: These peers simulate and endorse transactions by exe-
cuting smart contracts. They are responsible for validating the proposed

transactions before adding them to a block.

(b) Committing Peers: Once transactions are endorsed, committing peers val-
idate and commit these transactions into blocks. They maintain a copy
of the ledger and are responsible for ensuring consensus is reached on the
state of the Blockchain.

3. Orderers (Ordering Service): The ordering service, or simply ”orderers,”
is responsible for grouping validated transactions into blocks and ensuring that
these blocks are delivered to all the peers in the network in a consistent order.

It’s a crucial component for achieving consensus among network participants.

4. Channel: A channel in Hyperledger Fabric is a fundamental concept that
enables private and confidential communication between a subset of network
participants. It’s like a private space within the blockchain network where only
a specific group of organizations and peers can interact. Each Channel has its

ledger, which records the history of transactions within that Channel.

5. Chaincode: Chaincodes, also known as smart contracts, are the executable
programs that define the business logic and rules governing transactions on
the Hyperledger Fabric network. They encapsulate the logic for validating,

endorsing, and committing transactions to the ledger.

1

In our network, there are two separate organizations', representing two different

service providers. Each organization operates independently, managing its own set

! This network configuration is defined for development purposes; they can be further improved
in the production environment
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of peers and resources. These organizations might have their own administrative
policies and governance structures. For these organizations, we have included two
peer nodes each, which can represent the base stations of the service provider. One
Channel was created to connect all those four peers. Also, our network includes three
orderers, which form the ordering service. The orderers work together to order and
package transactions into blocks and then distribute these blocks to all peers in the
network. Having multiple orderers enhances network fault tolerance and ensures high
availability.

" Channel

e N

A [ogt Org2 Ordering Service
>y s [‘ .@J\
| N J |

Figure 4.5: Architecture of the Fabric Network.

Figure 4.5 represents a simplified architecture of the network we have used in this
project. Transactions within the network will follow a process where they are first
endorsed by the endorsing peers, then ordered and committed with the consensus of
the committing peers. Using channels ensures that not all network participants can
access the same data, providing privacy and control over who can see and interact
with the transactions on the Blockchain. This process will be further discussed under

transaction flow.

Consensus Algorithm

In contrast to many distributed blockchains like Ethereum and Bitcoin, which are
open to any node for consensus participation, Hyperledger Fabric adopts a distinct
approach. These open blockchains depend on probabilistic consensus algorithms,
which provide a high probability of ledger consistency but remain susceptible to ledger
forks, where network participants have divergent views on transaction order.
Hyperledger Fabric, on the other hand, employs a specialized entity known as
an ‘orderer’ (also referred to as an ’ordering node’) to handle transaction sequenc-
ing. Multiple orderer nodes combine to form an ordering service. This design lever-
ages deterministic consensus algorithms, ensuring that any block validated by a peer

is definitively final and accurate. Consequently, the ledger cannot undergo forks,
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a characteristic common in various other distributed and permissionless blockchain
networks.

Hyperledger Fabric is known for its flexibility and modularity, and one of its key
design principles is pluggable consensus. Fabric allows users to select and implement
different consensus algorithms according to their requirements. The consensus algo-
rithm defines how network participants agree on the order and validity of transactions.

Fabric provides three main consensus options, which are,

1. Solo: The Solo implementation of the ordering service is intended for testing

only and consists only of a single ordering node.

2. Kafka: Apache Kafka is a Crash Fault Tolerant (CFT) implementation that
uses a "leader and follower” node configuration. Kafka utilizes a ZooKeeper

ensemble for management purposes.

3. Raft: Raft is a CF'T ordering service that follows a ”leader and follower” model,
where a leader node is elected (per Channel), and the followers replicate its

decisions.

However, the Solo consensus algorithm is meant to be used with only one ordering
node, and the additional administrative overhead of managing a Kafka cluster has
caused the Kafka consensus algorithm to be intimidating and undesirable for many
users. Therefore, both consensus algorithms have been deprecated from the latest
versions of Hyperledger Fabric, and Raft has been the most popular consensus algo-
rithm for production applications [26]. A further comparison between Raft and Kafka

consensus algorithms is given in Table 4.2

Table 4.2: Comparison of Raft and Kaftka Consensus Algorithms.

Raft Kafka
Easier setup, embedded into ordering | Complex setup, requires expertise in
node Kafka infrastructure and settings
Fewer components to manage More components, more potential

points of failure
Supports decentralization with sepa- | Centralized control in a single Kafka
rate ordering nodes for each organiza- | cluster

tion

Native support with Fabric developer | Requires users to obtain and manage
community backing Kafka and ZooKeeper images

Allows specifying ordering nodes for | Admin-controlled node allocation in
each Channel Kafka

First step towards BFT ordering ser- | No direct support for BFT, separate
vice transition process
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Raft achieves consensus by electing a leader among a group of nodes (in your case,
the orderers) responsible for ordering and packaging transactions into blocks. Here’s

a simplified explanation of how the Raft consensus algorithm works:

1. Leader Election: The Raft algorithm starts with a leader election process.
Initially, all orderer nodes in your network are candidates for leadership. They
send "heartbeat” messages to their peers to establish their authority. Once most
nodes (more than half) acknowledge the leader’s heartbeat, that node becomes

the leader for a specified term.

2. Log Replication: The leader receives and orders incoming transactions into
blocks. Once a block is formed, it is sent to all other orderer nodes for validation
and replication. These orderer nodes replicate the leader’s log of transactions

to ensure redundancy and fault tolerance.

3. Commitment: To achieve consensus, a transaction must be included in the
leader’s log, replicated to most nodes, and then acknowledged back to the leader.
Only when the leader receives acknowledgments from most nodes does it commit

the transaction to the Blockchain, ensuring that it is part of the final ledger.

4. Fault Tolerance: Raft is designed to handle node failures gracefully. A new
leader election is triggered if the leader fails or becomes unreachable, ensuring

that the network continues operating despite node failures.

5. Consistency: Raft ensures that all nodes in the network eventually reach a
consistent state. Once a transaction is committed by the leader and replicated

to most nodes, it is considered final and immutable.

Chaincodes (Smart Contracts)

Chaincode, also known as smart contracts in Hyperledger Fabric, encapsulates the
business logic of the blockchain application. In our Fabric network, two essential
chaincodes, ‘level’ and ‘token,” have been deployed within the common Channel shared
among all peers. Together, they form a robust radiation monitoring and notification
solution.

The ‘level’ chaincode serves the purpose of managing and analyzing the signal
strength information. The signal level data measured from the mobile applications
are clustered, aggregated, and transmitted to the Blockchain. These transmitted
data are captured by the ‘level’ chaincode. This maintains comprehensive data about
signal levels across various geographic locations. Also, the ‘level’ chaincode analyses
the incoming data to determine if there are any locations with harmful radiation

levels. Furthermore, a map indicating the locations with high RF radiation levels is
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implemented on the mobile application. For this, the locations with high RF radiation
levels are queried from the Blockchain using this ‘level’ chaincode.

The ‘token’ chaincode serves the purpose of managing the data of locations of
mobile application users. This data is used when a high RF radiation level is detected
in a particular area, and a push notification needs to be sent to the users in that
location. The ‘token’ chaincode periodically records the users’ locations, along with a
unique token for each mobile device it is assigned to. Whenever a high RF radiation
level is detected within the ‘level’ chaincode, the mobile application users in that
particular location are queried using the ‘token’ chaincode, and the push notification
is sent to all those users. An illustration of this notification process was shown and

described in Figure 4.1.
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Chapter 5

Results and Conclusions

5.1 Results

In this research, a Hyperledger Fabric blockchain network stores the RF radiation
data and analyzes them for detecting high RF radiation levels. In this proposed

architecture, the flow of operation consists of four main processes
1. Data collection using the mobile device
2. Data clustering based on location
3. Data aggregation to eleminate outliers
4. Recording data to the blockchain

The data clustering and aggregation steps are essential to maintain better net-
work performance. By doing this, the outliers can be neglected, and the blockchain’s
throughput can be improved. Therefore, the performance analysis is done on the
Hyperledger Fabric network by considering two cases: without clustering and aggre-
gation mechanisms and with clustering and aggregation mechanisms.

We employed Hyperledger Caliper as the benchmarking tool for the performance
analysis, assuming a user base of 1250 for the mobile application. Subsequently,
10,000 requests are dispatched to the blockchain network to evaluate performance
metrics, including latency, throughput, and success rate. In both scenarios, trans-
actions are transmitted over 2 minutes, each with a corresponding Transaction Per
Second (TPS) rate, to observe the growth of the chain.

5.1.1 Case 1: Without Clustering and Aggregation Mecha-

nisms

When no aggregation and clustering method is used before sending data to the

blockchain, the number of TPS on the blockchain is significant since all the recorded
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data points are sent to the blockchain. Considering the configurations of the mobile
application, there are 250 TPS on the blockchain when the number of mobile phone

users equals 1250.

5.1.2 Case 2: With Clustering and Aggregation Mechanisms

The TPS can be reduced considerably when an aggregation mechanism and a clus-
tering method are used before sending data to the blockchain. Considering the ap-
plication configurations, for 1250 mobile application users, there are only 10 TPS on
the blockchain network when aggregation and clustering methods are used, signifi-
cantly less than the TPS value obtained when the clustering and aggregation methods
are not used. This results in lower TPS throughput and latency in the blockchain
network.

Fig. 5.1 illustrates the performance comparison of the network when an aggre-
gation mechanism is used before sending data to the blockchain and when it is not.
The Figure shows that the blockchain network performs better in all the measured
performance parameters when an aggregation mechanism is used.

The “success rate” of transactions in the blockchain refers to the percentage of
transactions that are successfully executed within the blockchain network without
errors or failures. A high success rate indicates that the blockchain network can
handle a significant number of transactions without errors or bottlenecks, making it
more reliable. Fig. 5.1a compares success rates in two cases: when the proposed
aggregation method is being used and when it is not. We can see that when the
aggregation method is used, the success rate is 100%, whereas when it is not, it is
much lower.

The “latency” of the network implies the time it takes for a transaction to be
processed and confirmed on a blockchain network. It is a critical performance metric
that measures the delay or time lag between when a transaction is submitted to the
network and when it is successfully committed to the blockchain ledger. We can
observe in Fig. 5.1b, that the measured average latency of the system is negligible
when the aggregation method is used. This indicates that transactions are processed
quickly, making the network more time-efficient and reliable.

When analyzing the performance of the blockchain network, “throughput” refers
to the number of transactions or operations that the network can process and confirm
within a given time period. In Fig. 5.1c, the throughputs (measured in TPS) of the
network in both cases are shown. With the proposed aggregation method, the TPS
of the network is lower. Therefore, the throughput is maintained at a more stable
value, whereas when the data is directly sent to the blockchain without aggregating,

the network shows a bottleneck, and the throughput is unstable.

43



Success Rate

With Aggregation

Witout Aggregation

0% 20% 40% 60% 80% 100% 120%
(a) Success Rate of Transactions for 10,000 Transactions.

Avg Latency (s)

With Aggregation

Witout Aggregation

5 10 15 20 25 30

S

(b) Average Latency for 10,000 Transactions.

Throughput (TPS)

With Aggregation

Witout Aggregation

20 40 60 80 100 120 140

(e

(c) Throughput for 10,000 Transactions.

Memory Usage (MB)
0 20 40 60 80 100 120

(d) Memory Usage After Running the Blockchain for 2 Minutes.

Figure 5.1: Performance Parameters of the Fabric Network.



The memory usage by the nodes in Megabytes (MB) is shown in Fig. 5.1d. The
number of blocks created in a given period reduces due to low TPS. This results in

less memory usage, another advantage of using the proposed aggregation mechanism.

5.2 Conclusion

This research has combined data clustering and aggregation techniques with blockchain
technology to detect high RF radiation levels and enhance the system’s performance.
The numerical results have shown that the aggregation and clustering mechanisms
have increased the performance of the blockchain network in terms of success rate,
average latency, throughput, and memory usage. In addition, by aggregating the
collected data, the potential faulty data levels have been eliminated as outliers, im-
proving the overall system’s reliability.

Furthermore, integrating data clustering and aggregation techniques within the
Hyperledger Fabric blockchain network has yielded substantial improvements in sys-
tem performance and reliability. Hyperledger Fabric, known for its robust and per-
missioned architecture, proved to be an ideal foundation for this research, as it facili-
tated the secure and efficient handling of aggregated data streams while maintaining
the confidentiality and integrity of sensitive information. Additionally, the features
offered in the Hypereledger Fabric blockchain framework can be used to add more
functionalities to the system in the future. For example, various channel configura-
tions in the Fabric blockchain network can extend this application’s usage beyond
measuring and detecting high radiation levels to store any additional private data of
the service providers, which will benefit both service providers and regulators.

In conclusion, integrating data clustering and aggregation techniques with Hyper-
ledger Fabric has led to a significantly improved blockchain system for detecting high
RF radiation levels. As the technology continues to evolve, this research paves the
way for innovative solutions that leverage the power of blockchain to address complex

real-world challenges more efficiently and securely.

45



Chapter 6

Work Plan
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